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Thank You to our Education Session Sponsors





MODERATOR Lance Marrano
USACE Engineering Research and 
Development Center
Science and Technology Advisor, Tyndall 
AFB

Fun Facts
• Call sign “Q”
• Changed college major three 

times in Grad School
• Serves on local school board



SAME JETC
Journey to the Installations 
of the Future: We are Here

Mr. Lowell Usrey
Arc Branch Chief

Installation of the Future innovations are a cornerstone of 
Tyndall AFB’s $5 billion reconstruction. Hear from Air Force 

representatives and other services about their current 
installation innovation efforts. From master planning to 

cybersecurity and from robot dogs to public safety, service 
representatives will deliver updates on their current pilots, 

collaboration, and future plans.
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MISSION
AFWERX accelerates agile and affordable 
capability transitions by teaming leaders
in innovative technology with Airman and 
Guardian talent.

VISION
Forge an innovation ecosystem that
delivers disruptive Air & Space capabilities.

MANTRA

Unleashing American Ingenuity

Civilians178 Military18 Contractors
176 Fellows100 Reservists10

Presenter Notes
Presentation Notes
We bring cutting edge American ingenuity from small businesses and start-ups to address the most pressing challenges of the Department of the Air Force. 



Hurricane Michael – 10 Oct 2018
Tyndall AirForceBasewashitwith
a  category five hurricane which 
resulted in damageto 100% of its
assets.

155 MPH
Sustained Winds

15.55’
Storm Surgeat MexicoBeach

12:30 CDT
Category 5 Hurricane Landfall



Rebuild TAFB as the 
“Air Force Installation of the Future”

$4.9B Program

44 Projects = ~120 New 
Facilities

~260 FSRM Projects



Bridging the Valley of Death!

AFWERX <-> AFIMSC Partnership

FY21 Q4FY21 Q3FY21 Q2FY20 Q4 FY22 Q1 FY22 Q2

FLoF
Scoping 
Sessions

Challenge 
Workshop

sConcept 
Submissio
ns (1100+)

Evaluations 
(627)Showcase 

Selection 
(107)

AFWERX 
Showcase (85)

Awards (9) ~$3M 
through CSO

Project Kickoffs

Project 
Demos and 
Milestones

FLoF Summit Focus Areas

Airfield Maintenance and Repair
(Lt Col Rob Bouffard and 

Maj Kayley Squire)

Flightline Security
(Maj Jordan Criss)

Aircraft Sortie Generation
(Lt Col Yogi Lebby)

FY20 Q3

Developed 
two Other 

Transaction 
Agreements 

(OTA’s)

PMO and 
AFWERX 

issue 4 
BoTF

Challeng
es

FLoF
Summit 

Held

Finalists 
Selected 

(66)

Digital 
Twin and 

IROC

Awards 
(7)

~ $16M 
through 

CSO

Concept 
Submissio
ns (1300+)  

FY21 Q1FY20 Q2FY20 Q1
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Innovation is Messy…

Arc Branch*

Risk Management Framework
Human-Subject Research
Spectrum Management
Airworthiness
Test & Evaluation
Fiscal Law

Contracting
Fiscal Alignment (Law/Timing)
Functional Advocacy (User/Legal)

Idea / Tech

Presenter Notes
Presentation Notes
Two main callouts here: Each of the steps in this chart aren't necessarily prescribed and/or very specific – may not necessarily have specific start and end points, with potential overlap of activities and even roles/responsibilities as a technology moves through this “funnel”There are many potential obstacles to transition of a particular technology – likely this isn’t a comprehensive list – RMF is where we’re planning to focus attention at least initially. STRATFI/TACFIBe prepared to discuss which barriers we would tackle next.Partnership w/ RGI and Ventures to have predictive analytics of STRATFI/TACFI to understand the stops (requirements/activities) that are need to get those companies past transition.How do we enrich TPOC training… Training tools? Sage Fellows… Be mindful of UX… (don’t make a CBT or video)....perhaps better to have a person available to advise? What’s reasonable and manageable (remembering we work for customer not business.



Bridging the Valley of Death!

Installation Resilience Operations C2 - IROC

7 days without cloud 
connectivity

User Dashboards
Interface fits each user’s specific 
needs to optimize specific QRC 
or maintenance tasks

Analytics and AI Tools
Predictive Maintenance (PdM)
Energy Analytics
Space Optimization

CE Ops

Analytics and AI Tools
Predictive Policing
Improved OODA Loop
Enhanced SA

BDOC

SMS

TAK

IDS

Operational Technology
DATA STORAGE

Mission Assurance

Efficient Routine 
Operations

Faster Incident 
Response

Insight into Hidden 
Problems

BDOC OPERATOR EOC MANAGER

GOTS Zero Trust common data platform for standardization, 
storage, transformation, processing, and authorization

Cloud
Aggregated data into 
a single data lake for 

AI analysis and 
optimized UOPs

C2IMERA
DATA PROCESSING

Edge/On-Premise
Integrates, authenticates 

and standardizes 
disparate operational 

sensor data

CE OPS

IROC ATO Boundary

CE FRCS and SF IDS Data
Data is common across entire 
mission support enterprise and 
available to those who need it

Future 
System

SMS

TAK

IDS

C2IMERA

Future 
System



Bridging the Valley of Death!

IROC Core Principles

Installation Resilience Operations C2:
■ Enables Installation C2 with data fusion
■ Cloud-native platform (GovCloud)
■ Enables rapid deployment of OT 

systems and sensors with robust 
cybersecurity framework

■ Government Off-the-Shelf  (GOTS)

Data Fusion & DMDC3 are the foundation of IROC:
■ Leverage commercial best practices, standards, and technology
■ Secure control systems with Zero Trust principles and continuous monitoring
■ Unlock formerly siloed data to increase resilience

Goals:
■ Centralize and standardize RMF Execution
■ Unlock siloed data
■ Enable predictive maintenance
■ Protect OT systems with ZT principles (EO 

140281 )
■ Connect existing COPs to real-time data 

(C2IMERA, TAK)
■ Authorize information sharing between systems 

with data standardization through the ”data lake”



Bridging the Valley of Death!

Enterprise Resilience Operations Center 
Centralizes and consolidates to 
provide enterprise-level Cybersecurity 

EROC Cloud

OT 
Cybersecurity 

Baseline

Cyber 
Monitoring

Automated 
Updates, Testing 
& Configuration

OT 
Cybersecurity 

Baseline

Cyber 
Monitoring

Centralized 
Data Lake

PdM, FDD 
& COTS 
Analytics

Continuous 
Monitoring

Patch 
Deployed

IROC
Tyndall

IROC
Hurlburt

IROC
Beale

IROC
WPAB

IROC
Patrick IROC

Base 88

Continuously Monitored & Updated Cybersecurity Baseline

New 
Threat

Threat 
Detected

EROC Program Office

OT System 
Support

New OT 
Systems & 
Innovations

Centralize
d ISO & 

ATO 
Support

24/7 
Helpdesk

SME Support

IROC
Base 5

■ Currently single-person 
manning at most 
installations

■ Centralization provides 
greater capability to 
monitor and spot threats 
through NOC/SOC

■ Addresses need for 
higher skilled workers –
easier to recruit and 
retain telework or in 
“tech hubs”

Presenter Notes
Presentation Notes
Currently single-person manning at most installationsCentralization provides greater capability to monitor and spot threats through NOC/SOCAddresses the need for higher skilled workers to:Monitor the NetworkProvide CE/SF-related networking for OT equipment



Bridging the Valley of Death!

It’s ALL About the (Real-Time, OT) Data…

Agility to Rapidly Deploy 
New Sensors & Systems 

(Rapidly Deliver New 
Capabilities)

Agility
Cloud-Connected for 
Enterprise Analytics 
(Unlock Data Utility and 

Visibility)

Competing With 
Digital

Enterprise 
Analytics

Shared Resourcing = 
Reduced Operational 
Sustainment Costs 

(Lower Operational Costs than 
Traditional/Current Approaches)

Competing With 
Digital

Shared 
Resources

Implicit Trust Never 
Granted to any User or 

Device
(Reduce Likelihood of 

Network Attack & Risk of 
Data breach)

Zero Trust

Outpace our 
Adversaries’ Cyber 

Offensive Capabilities 
(Avoid a Digital Pearl Harbor)

Competing With Digital

Mission-Ready 
Installations

■ Installations serve as power projection platforms

■ Homeland is no longer a sanctuary

■ Enhanced Situational Awareness enables quick, informed decision 
making to improve operational outcomes

1

2

3



Bridging the Valley of Death!

The “Valley of Death”

Technology 
Identification and 

Assessment

Long Term 
Capability

The Valley of 
Death

Challenges:
Risk Management Framework, Human Subject Research, Spectrum 
Management, Airworthiness, Test and Evaluation, Fiscal Law

Presenter Notes
Presentation Notes
The problem statement: Airmen, Guardians, small businesses, and TPOCs lack the experience and expertise to fulfill DoD/DAF-mandated processes.The mission statement:  The Arc Branch is focused on developing and nurturing a core/organic competency to successfully transition technologies into capabilities that align with DAF priorities (i.e.: Operational Imperatives, AFMC LOEs, NDS, NMS, etc.). This organic competency will focus on problem sets that have been prioritized by AFWERX/AF leadership and will be “translatable” across a wide variety of technologies and mission-owners.The unknowns for a company…not knowing or having  clear pathway to the other side of the valley of death. Cash burn vs time. We need a timeline that allows the companies to survive. Traditional AQ is extremely expensive and takes a long time. For small businesses we are trying to make it very fast (speed of relevance) to help them use their small amounts of money best. We have to improve their cash-burndown rate. Arc branch need to build relationships: STRATFI and TACFI leads and the ventures portfolios managers.“Valley of death” for a company is when the run out of time and money. Company is burning cash every day and at some point they don’t have enough time & money to keep moving. 12-18 months. Real innovation has a time element… Innovation is the speed of relevance. Our existing acquisition process is great - works well - builds exquisite capability… But it doesn’t always move at the speed of relevance. �



Bridging the Valley of Death!

APFIT – Procurement Funds



Bridging the Valley of Death!

What’s Next?

● Scale!
● Move faster AND cheaper
● Improve data visibility
● Improve cybersecurity
● Integrations, integrations, integrations!!!

○ Base Orchestrated Autonomous Response (BOAR)
○ AI-systems (e.g.: ZeroEyes)
○ Others??



Brandon Cockrell
US Army / AMC / IMCOM
Deputy to the Garrison Commander
Fort Moore, GA

Fun Facts
• Auburn University Graduate & 

fan. 
• I’d rather be on a boat than a 

golf course.
• Pickle ball survivor.

SPEAKER
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UNCLASSIFIED

Installation Modernization

AIMP2 Overview 
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HQDA | ASA(IE&E)

• The Army Installation Modernization Pilot Program (AIMP2) is the Army’s Installation’s 
of the Future Program. 

• Funded annually from the Office of the Assistant Secretary of the Army for Installations, 
Energy and Environment (ASA IE&E), Supported through the US Army Corp of Engineers 
Engineer Research and Development Center (ERDC). 

• Identify current projects within industry, partner cities or installations that are showing 
benefits, fund to expand proof of concept project while looking at long term 
implementation. 

Modernizing and Transforming Army Installations 

Presenter Notes
Presentation Notes
AIMP2, The Army Installation Modernization Pilot Program is the Army’s Installations of the Future program.  It was previously called IotF until 2023.  It is funded annually for current and future year funding (POM and through FYDP).  The funding is advocated for and aligned by The Office of the Assistant Secretary of the Army (IE&E) but sent directly to USACE and ERDC. �Identification of projects takes many processes: Submission from Installations through their Command, Identification of project scope from Army Senior Leaders, Application process through science and technology partners, including Industry.  
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HQDA | ASA(IE&E)

AIMP2 GOALS:
1. Synchronize use cases 

with operational Army 
modernization and 
resilience needs

2. Increased investment in 
installation 
modernization with 
considerations for ROI, 
sustainment, workload, 
training (OP$)

3. “Single pane of glass”-
Sensor to alert/action 
integration; data-
centralized, cyber secure, 
decision tools

4. Create designated 
installation testbeds +1 
outlier

5. Increase RDT&E for Army 
Installations of 2040+

AIMP2– Strategic Alignment and Goals

AIMP2 MISSION: 

Inform and enable 
swift Installation 
Modernization 

through emerging 
and established 

technology pilots

• The Army of 2030
• Looking to 2040The Army Strategy

•How we Fight
•What we Fight With
•Who We are

Army 
Modernization 

Strategy
•Take care of People
•Strengthen Readiness 

and Resilience
•Modernize and Innovate
•Promote Stewardship

Army Installations 
Strategy

•Installations
•Acquisition and Logistics
•Training

Army Climate 
Strategy

Army People Strategy
Army Arctic Strategy

Army Medical Modernization Strategy
Army Multi Domain Transformation

Quality of Life Initiatives

Presenter Notes
Presentation Notes
This slide shows the strategic alignment of the main Army Strategies, their Lines of Effort and how it integrates into the AIMP2 goals. On the left hand side are the key Army strategies.  The Army Modernization, Installations, Climate and People strategy are the most significantly aligned strategies for AIMP2.  The Mission of AIMP2 is clear and helps to feed and identify projects: We are focused on Informing and Enabling swift and agile Installation Modernization.  We do this through implementing emerging and established technology pilots and use cases.  Analyzing Return on Investment and then looking for long term pathways for change. �Our main goals for FY24 and into FY25 are on the right hand side: 1- Create synchronization processes for the total Army Installation community. This includes a monthly Installation Modernization Council of Colonels. (communications and framework)2- Using this platform and lessons learned to influence Installations Investment.  Creating data analytics to inform processes to influence long term investment for our Army’s communities.  3- Creation of a common operating picture and ability for Installations services and infrastructure to integrate into a single pane of glass: Sensor to alert and action. 4- Create and obtain concurrence on the Army’s Installations of the Future.  Within each COMPO we would like a top 2-5 Installations that will receive modernization funding and project focus so there can be a continuous building in the same locations, instead of broad application of projects. 5- Using this program and platform to inform how the decrease of RDT&E with the standing up of AFC has negatively impacted the Installations community and built environments.  Increasing the alignment of RDT&E to the Installations community is important for future modernization. 
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HQDA | ASA(IE&E)

24

2017 2018 2019 2020 2021 2022 2023 2024 2025 2026

AV: Autonomous Vehicle
FIA: Facility Investment Analytics 
FRIA: Facility Resilience Investment Analytics
CDC: Child Development Center
IDP: Installation Development Plan 
AI: Artificial Intelligence
UMCS: Utility Monitoring & Control System 
IEWP: Installation Energy and Water Plan 
ICRP: Installation Climate Resilience Plan
IOT: Installation Operations Tool
5G: Fifth Generation
MDI: Mission Dependency Index
MCAT: Mold Condition Awareness Tool  
VTIME: Virtual Testbed for Installation 
Mission Effectiveness 
WRAT: Water Resilience Analysis Tool
UFR: Unfunded Requirement
UVGI: Ultra Violet Germicidal Irradiation 

Makerspace
Olli AV Analytics

IotF Vision Video

Fort Carson Autonomous Vehicles

FIA Tool 23 FRIA FIA Metrics 
Alignment

UMCS Retrofit

CDC Video Analytics

PLANNER: OSU

PLANNER: ICRP

PLANNER IEWP

PLANNER- Installation Dev. Plan

Dry Start Exercises

WRAT

5G Summit

Army MDI

Wildfire Modeling

SMART waste Sensors

AIMP2– Road to War (Timeline)

AIS Gap Analysis (CBA)
IOT Traffic and Weather

Fort Carson AI  Traffic and 
Weather 

VTIME: Virtual Toolbox For Installation Mission Effectiveness 

Anti-Terrorism Platform

Garrison Emergency Services 

Energy Dashboard

Water Dashboard

UVGI
MCAT

PLANNER Rollout: IDP, ICRP, IEWP for CONUS Installations

Installation Technology Study 

Presenter Notes
Presentation Notes
This is the ‘Road to War’ or AIMP2, the Army’s Installations of the Future program. The focus of funding individual projects for Installation Modernization began in 2017 and slowly began to be funded through one off projects until 2020. In 2020 there was the first year where there was aligned Installations of the Future line in the annual funding and then put into the future year funding program (FYDP).  The Green projects on this slide are complete, the white projects are still in implementation and the blue projects are currently receiving their own annual funding to implement across the Army for long term modernization.  PLANNER, the four blue lines in the middle of the screen, is a Master Planning Modernization Tool that will change and digitize the current master planning processes, allowing significant cost savings and cost avoidance within current processes.  I will talk more about PLANNER in just a moment. VTIME, the Virtual Toolbox for Installation Mission Effectiveness, The bottom line on this slide, is currently going through the Army’s process to become a system of record (BCAC process).  Its long and complicated but required if VTIME will create the Common Operating Picture for an Installation as well as support Master Planning Modernization. 
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UNCLASSIFIED

Roadmap: Installations Maturity Model

STATIC
INSTALLATIONS

May have aspects of resilience 
but cannot achieve enterprise 
resilience and are generally 
static in form and function. 

SMART 
INSTALLATIONS 

Installations feature some 
automated processes to collect 
and visualize data within the 
installation. Installation 
commanders utilize this 
information in decision-
making.

INSTALLATIONS AS 
PLATFORMS 

Installations have facilities that 
are flexible and capable of 
adapting to meet new mission 
needs. Installations can shift 
resources and mission to 
improve individual post 
resilience.

CONNECTED INSTALLATIONS 

Multiple installations are 
connected to share relevant 
mission related data on status 
of forces, equipment, 
personnel, and facilities. Data 
is not fused and leveraged for 
enterprise-level insights. 

RESILIENT INSTALLATION 
ECOSYSTEMS

Ecosystems form and reform 
quickly shifting mission and 
focus between installations 
based on function, 
contingency, and local 
conditions. This creates 
adaptability, ability to deliver 
capability, and mission 
resilience across the Army 
enterprise.

THE TARGETYOU ARE HERE

INCREASING CONNECTIVITY, MATURITY, GOVERNANCE, AND RESILIENCE

The two visions were compelling and well-received, but the positive reception was balanced by a sense that it was unclear how the 
Army could evolve over time. Mapping that journey became our focus, culminating in this initial model.

Presenter Notes
Presentation Notes
This slide is a modernization roadmap for our Army Installations community. KMHJ2990This was created over years of work with Toffler Associates.  We, the Army’s Installations community led by ASA IE&E, wanted to understand and create a visually pleasing, easy to understand model as to how we would assess where we are at within modernization steps to the future vision that is laid out in the Army Installations Strategy.  The reality of this image is that One Installation may fall across any one of these stages, depending on the service we are looking at.  For example, we may be able to look at a Barracks on Fort Moore and say it is somewhere between a Statis and a Smart Service (between stages one and 2) on this model.  Or we could look at Access Control at Redstone Arsenal and understand it is fully under stage 2, SMART Installation services.  Additionally, we may be able to find a current ‘hub and spoke’ Installation that has services that support each other and are digitally connected allowing them to fall under stage 3 of this roadmap and model. 
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UNCLASSIFIED

Fort Moore Modernization Initiatives

Current Pilots / Projects

1. Emergency Services Operational 
Enhancements

2. Remote Surveillance

3. Heat Risk Management

4. Building Fault Detection

5. Installation Operations Tool

6. Space Utilization using Mobile
Occupancy

7. Energy Waste Savings

8. SMART Barracks

9. Food Waste to Energy



Live Content Slide
When playing as a slideshow, this slide will display live content

Poll: Are you looking at implementing any 
of these technologies?

Presenter Notes
Presentation Notes
This is a live content slide. When playing this presentation as a slideshow, and as long as the Conferences i/ o Windows PowerPoint Add - In is installed, this slide will be where live content appears. Please leave the following Slide Code tag in place: <cnf>YMN3DR9PA1GSFHBP </cnf>.<cnf>YMN3DR9PA1GSFHBP </cnf>



THANK YOU
Please take a few 
minutes to complete a 
short survey about 
this session. Your 
feedback will help us 
improve future 
programming for 
JETC.

Journey to the Installations of the Future: We Are 
Here



• Lance Marrano
lance.r.marrano@usace.army.mil

• Lowell Usrey
lowell.usrey.3@us.af.mil

• Brandon Cockrell
lowell.usrey.3@us.af.mil

Cutting Edge: Digital Twinning Installation Operations 

mailto:lance.r.marrano@usace.army.mil
mailto:lowell.usrey.3@us.af.mil
mailto:lowell.usrey.3@us.af.mil
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